TECHNOLOGIES |[INC.

EntraPass Web Installation & Setup

1. Installing the app

For the installation process you must use Internet Explorer

or Safari. Visit entrapassweb.com

Microsoft Silverlight is required. If prompted to install Silverlight,
follow the instructions to install Microsoft Silverlight before

returning, return to entrapassweb.com to download and run

the installer application. After installing, launch EntraPass Web Click now to install

from your start menu or search bar.

QUICK DOWNLOAD / 30 SECOND INSTALL Y

2. Log In
SECURC M

Enter the login and password which will be

[ Login provided to your Securcom Representative.

[ Password

Reset Password

Managed Services



3. Add and Modify Users

From the top menu, click on Operation, then Edit Users.

CUSTOM VIEWS

Press the Add button near the top right of the next screen to add a new user.

Enter the user’s name: Enter full name of new user

Select card type: This dropdown menu may contain levels such as User, Administrator, etc.

Enter a card number: Each card or keyfob has a 2-digit facility code, followed by a five-digit unique
identifier. You will usually find this code printed on the keyfob, keycard, or vehicular RFID sticker, or
on the packaging for that ID. If you require assistance, please contact Securcom Technologies.

End Date: This is an automatic expiration time for the credential.

Flag Lost / Stolen: Do not simply delete lost or stolen cards; tag them here. In either case the card
cannot obtain access, but if a card is marked as lost, you can view that card activity in reports and
track such attempts.

Set access level: e.g. Resident, Employee, Manager, Vendor, etc. These levels can be set up
under Configuration > Access Levels. An access level is basically a group of time-dependent
permissions for each access-controlled door on the site. So, a user’s access level might permit
access to the site’s main entry gate 24/7 and internal doors from 6 am to 10 pm M-F, where a
contractor might not have access to the internal doors at all and have limited access to the gate.
User Photo (optional): Click the blank user icon, then upload a photo or take a picture with a
connected webcam.

User Information: Press the Flip icon at the bottom left corner to add custom information, such as
address, contact information, and more. All labels can be customized by double clicking on the label

name.



Enable User
User Name enny Resident
User Filter
Card Type

Wait For Keypad

» Count Users

> Options
Card #1
+

Access LQ‘.’C'S Door Access List il

Demao Site

> Date
> Badge

> Show in Telephone Directory

“7 Hip to edit custom fields or comment

Editing a User
It is easy to edit a user's credentials. Find the user to edit with the Users page search feature (under

Operation > Users.) You can search for users by username, card number (if known), or department.

Double click on the username. Then you will again be at the user's information. To add a keycard,

click on the + icon beneath the user's existing card.
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Users

User name ¥ Q View all Y




If you are issuing a user a new card because their previous card was lost or stolen, do not delete the
previous card from the system. Simply mark it lost or stolen and add the new card number. That
way, if someone attempts to use the lost keyfob, the system will recognize the card, deny access,
and optionally send you an emailed alert (ask your Securcom Representative about setting up

custom reports)

Edit User

Enable User

’ . User Name | Julie Adams

- User Filter  Select |
"
Card Type

Wait For Keypad

> Count Users

> Options State
Card #1 | DA:33645 <M/d/fyyyy e i Lost/St
+

Access Levels Door Access List il

Demo Site

> Date
> Badge

> Tenants

Flip to edit custom fields or comment Cancel




4. Controlling Doors

From the top menu, Operation > Control Doors. Right click on any door for a list of options.
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(01.01) North Pool Gate  (01.02) South Poo Gate {01.03) Fitness Center (01.04) Clubhouse

The door management display from the EntraPass Web access management software

Lock or Unlock.

One Time Access

Temporary Unlock: 10 seconds

Back to Schedule: Reverts door to its programmed schedule. Useful for troubleshooting.

Enable or Disable Reader: disabling the reader will prevent even valid users from entering areas.
Display Video: If video is available at the selected door.

Set or Clear Unlock Schedule: Establish your lock schedules under Configuration > Schedules.

Arm or Disarm the alarm at the door.

5. Running Reports

From the top menu, Operation > Run Reports. Then click on Quick Report.

Event selection Interval Selection Event type selection
Start date 9/9/2016 Time  00:00:00

?
’ S End date 9/9/2016 R Time 23:59:59
Alarm Syster

Output selection

Select “Local” to process report from your computer or “E-mail”

Local E-mail

Cancel




Event Selection: Select event types for which to run the report. Most commonly you will only need

the “Access” report.

Interval Selection: Set the date and time for the start and end of the report.

Event Type Selection: Most commonly you will need Abnormal reports to find unusual activity.
Press Next.

Select your sites on the left.

Select doors and access points for which to run the report.

Select user types for which to run the report on the right. Click Next at the bottom right.

Your report will generate. At the bottom of the report page, see options to save a PDF or Excel file,

or to print the report.

6. Advanced: Setting up Schedules

To set up a new door schedule, go to Configuration > Schedules.

Press the Add button to add a new schedule.

SECURC M DOCKVIEWS OPERATION CONFIGURATION HARDWARE SETUP TOOL

Schedules Delete

Site : System

Extended
v

Always Valid
Business Hours Interval S M T W T F S HL H2 H3 H4

Weekends Only
v v vV vV vV

Configure your schedule.



Name your schedule at the top. Select the days for which the schedule applies. Then select a time

interval. For more complex schedules, add a new interval.

x

@
Extended

i

Business Hours
Add Interval Remove Interval

Interval Wec Thu ~Fri Sat Holl Holz Hol: Hokl

00

Cancel

It is easy to establish variant times for different days. For example, the schedule below shows that

“Business Hours” are 9:00 am to 5:00 pm most weekdays, but 9:00 am to 7:00 pm on Tuesday.

x
,'r‘?:-.
Business Hours Extended

Add Interval Remove Interval

Interval Wec Thu Fri Sat Holl Hol: Hol: Hokl




Simply right click on a door (under Operation > Control Doors) to select the schedule. Please note
that this means that for the times selected, the door will be completely unlocked: i.e., no swipe will
be needed. This is ideal for places you want to be completely accessible to the public at certain

times of day, such as a sales lobby.

Doors

Site: Training 1

Lock
Unlock

: . . One Time Access

(01.01) North Pool Gate (01.02) South Pool Gate {01.03) Fitness Center {01.04) Ciubhot

Temp Unlock (00:00:10)
Back To Schedule
Enable Reader
Disable Reader

Display Video

Clear Unlock Schedule
Armm
Disarm

Full Status

Select a schedule

Schedules

Site : Training 1
Extended
v
Always Valid
Business Hours Interval S H1I H2 H3 H4

Weekends Only
09:00 - 17.00

Cancel




7.Set Up Access Levels

This Go to Configuration > Access Level on the top menu. An access level contains a schedule for
each door in the community. A user with the selected access level can open a door with their

credential only on times permitted by the door’s schedule.

>

John Smith ¢

SECURC— M DOCKVIEWS OPERATION CONFIGURATION HARDWARE SETUP TOOL CALL CARE TEAN

Access Levels - S

Site:Training 1 y ] [
Door Schedule
3 {01.01) North Pool Gate  Always Valid
Always valid, all doors
{01.02) South Pool Gate  Always Valid

(01.03) Fitness Center Always Valid

(01.04) Clubhouse Always Valid

For each door you want to manage with the new access level, select the door and click on Assign.

This connects it to a schedule.
Access Level

Pool Schedule

Schedule Assign

Mon Tue Wed Thu Fri Sat  Sun  Holl Hol2 Hol3 Hol4
Schedule

Select the schedule you want in the Schedule Selector window that appears.



Schedule selector

Schedules

Site : Training 1

Always Valid
Business Hours
Pool Hours

WVEERETIHS Only

Extended
W

Interval S MT W T F S HI H2Z H3 H4

VARV ARV AV VAV SV ARV ARV SRV SNV

Select

Cancel

Click Select to assign the schedule to the door. After Access Level schedule is set for each door you

want to modify, double check that you have set the schedules you want, and press Save.

Access Level

Pool Schedule

Door

{01.01) North Pool Gate

(01.02) South Pool Gate

Schedule:

Mon Tue Wed Thu Fri Sat
Schedule

Pool Hours

Pool Hours

Assign Unassign

Sun  Holl Hel2 Hol3 Hold

Cancel




